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Abstract: 

Cloud computing is rising worldview, empowering 

clients to remotely store their information in a server 

and give benefits on-request. In cloud computing 

cloud clients and cloud specialist organizations are 

practically sure to be from various put stock in areas. 

Information security and protection are the basic 

issues for remote information storage. A protected 

client authorized information get to control instrument 

must be given before cloud clients have the freedom to 

outsource touchy information to the cloud for 

capacity. Quality based encryption is an open key 

based encryption that empowers get to control over 

scrambled information utilizing access strategies and 

credited properties. In this paper, we are going to 

investigation different plans for encryption and 

conceivable answers for their constraints that 

comprise of Attribute based encryption (ABE), KP- 

ABE, CP-ABE, and Attribute-based Encryption 

Scheme with Non-Monotonic Access Structures. 

HABE. To secure outsourced information in cloud 

storage against debasements, adding adaptation to 

non-critical failure to cloud storage together with 

information trustworthiness checking and 

disappointment reparation winds up plainly basic. As 

of late, recovering codes have picked up prevalence 

because of their lower repair data transmission while 

giving adaptation to non-critical failure. Broad 

security investigation demonstrates that our plan is 

provable secure under arbitrary prophet show and test 

assessment shows that our plan is very proficient and 

can be practically coordinated into the recovering 

code-based cloud storage. 

Keywords: Cloud storage, Integrity, security 

safeguarding, authenticator recovery, Third Party 

Auditor. 

I. Introduction 

Cloud computing has progressively developed lately 

because of the upsides of more noteworthy 

adaptability and accessibility of figuring assets at 

bring down cost. Security and Privacy are a worry for 

offices and associations considering moving 

applications to open cloud computing condition. 

Cloud computing has been imagined as the cutting 

edge engineering of IT undertaking because of its not 

insignificant rundown of broad points of interest like 

on request self-administration, pervasive system get 

to. Our crucial part of this worldview is that 

information is being incorporated or outsourced into 

the cloud. The Correctness of information is 

dependably in danger because of information 

uprightness, concealing information or disposing of 

information. It is one of the real security issues as it 

doesn't offer any ensure on information honesty and 

accessibility. To proficiently check the accuracy of 

outsourced information without nearby duplicate of 

information turns into a major test for information 

storage security. Accordingly, the main answer for this 

is to empower open auditability for cloud information 

storage with the goal that the clients may contact to a 

TPA who has the ability to review the outsourced 

information, at that point the TPA produces review 

report which would enable clients as well as for cloud 

to specialist co-op to enhance its stage. Cloud 

computing has been imagined as the cutting edge 

Information  Technology  (IT)  engineering  for 



2195 JNAO Vol. 16, Issue. 1:  2025 
 

endeavors, because of its not insignificant rundown of 

exceptional favorable circumstances in the IT history: 

on-request self-benefit, pervasive system get to, area 

autonomous asset pooling, quick asset flexibility, 

usage based valuing and transference of hazard. From 

clients' point of view, including the two people and IT 

ventures, putting away information remotely to the 

cloud in an adaptable on-request way brings engaging 

advantages: help of the weight for capacity 

administration, general information access with area 

freedom, and shirking of capital use on equipment, 

programming, and staff systems for upkeeps, and so 

on. While cloud computing makes these favorable 

circumstances more engaging than any other time in 

recent memory, it likewise brings new and testing 

security dangers toward clients' outsourced 

information. Since Cloud Service Providers (CSP) is 

separate managerial elements, information 

outsourcing is really giving up client's definitive 

control over the destiny of their information. 

Accordingly, the accuracy of the information in the 

cloud is being put in danger because of the 

accompanying reasons. Most importantly, despite the 

fact that the frameworks under the cloud are 

significantly more intense and dependable than 

individualized computing gadgets, they are as yet 

confronting the wide scope of both inward and outer 

dangers for information trustworthiness. Cases of 

blackouts and security ruptures of critical cloud 

administrations show up every now and then. Second, 

there do exist different inspirations for CSP to carry on 

unfaithfully toward the cloud clients with respect to 

their outsourced information status. For illustrations, 

CSP may recover capacity for fiscal reasons by 

disposing of information that have not been or are once 

in a while gotten to, or even shroud information 

misfortune episodes to keep up a notoriety. A 

protection safeguarding open examining framework 

for information storage security in cloud computing in 

this the homomorphic straight authenticator and 

arbitrary concealing to ensure that the TPA[1] would 

not take in any learning about the information content 

put away on the cloud server amid the productive 

reviewing process. It not just kills the weight of cloud 

client from the monotonous and potentially costly 

reviewing undertaking, yet additionally mitigates the 

clients' dread of their outsourced information spillage. 

II. Related Work 

Security methodologies ought to be realistic as far as 

security controls and framework usefulness. Aversion 

is perfect yet discovery is must, however recognition 

without reaction is pointless. The hazard is a 

component of dangers as they try to abuse 

vulnerabilities, innovation is basic and having a hearty 

design is an absolute necessity with a specific end goal 

to ensure against the dangers and in light of counter 

measures, we apply to secure our benefits. Security 

controls, for example, CIA Triad and AAA Security 

administration plan components ensures the cloud 

stage and databases [3]. Cloud Malware infusion 

assault is a web based assault, alludes to controlled 

duplicate of the casualties benefit occurrence, 

transferred by aggressor to cloud, where assailant 

infuses the pernicious code. Once the infusion is 

finished, the malignant code is executed where the 

aggressor misuses cloud favored access abilities 

keeping in mind the end goal to assault the security 

benefit space. SQL infusion is the web assault 

instruments used to take information from cloud by 

programmers. It is a procedure which endeavors to 

pass SQL Commands to associate with back end 

database. For the most part it is utilized to soften the 

web security up cloud at login page where client name 

and watchword will be perceived by the SQL 

Injection. XML signature characterizes XML 

language structure for computerized signature which 

is a wrapping assault; it is utilized by different web 

innovations, for example, SOAP, SAML and others 

[4]. The assault is finished amid the interpretation of 

Simple Object Access Protocol (SOAP) message 

between a honest to goodness client and the web server 

which permits programs that keep running on 

divergent working frameworks to impart Hyper Text 

Transfer Protocol (HTTP) and its Extensible Mark-up 

Language (XML). The assault is finished by copying 

the client's record and secret word in the login period, 

the programmer implants a sham component (the 

wrapper) into the message structure, and moves 

message with vindictive code and after that sends the 

message to the server. Since the first body is as yet 

legitimate, the server will be deceived into approving 

the message that has really been changed. 

Accordingly, the programmer can increase 

unapproved access to secured assets and process the 

planned operations. The significant security dangers 

confronted by web applications in cloud computing 

are [5] • Injection blemishes like SQL, OS and LDAP 

infusion • Cross-website scripting • Broken 

Authentication and session administration • Insecure 

direct question references • Cross-webpage ask for 

fabrication • Security misconfiguration • Insecure 

cryptographic storage • Failure to confine URL get to 
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• Insufficient transport layer insurance • Invalidated 

diverts and advances An Information framework 

security arrangement tends to the basic Issues in light 

of CIA Triad that is Confidentiality, Integrity and 

Availability while AAA idea issues are Authentication 

and Identification, Authorization and Auditing. 

Privacy of information in cloud storage is keeping the 

un-approved exposure of data very still or travel. The 

key duties of the Integrity are approving the 

information inception, Detecting the modification of 

information, deciding if the information starting point 

is changed and Recovery from distinguishable 

blunders and information misfortunes. Accessibility is 

worried about denying ill-conceived access to 

processing assets and avoiding outer dangers, dangers 

and assaults. Confirmation is the procedure of 

recognizable proof it says u's identity and the 

Authorization is the way toward checking, it says what 

your consents to utilize utilities are. Evaluating is a 

review, check or deliberate examination with respect 

to capacity in cloud computing. 

III. Threat Model 

A. Integrity Threats 

There are two kinds of threats related to the integrity 

of shared data. In first threat, an adversary may try to 

corrupt the integrity of shared data. In second threat, 

the cloud service provider may inadvertently corrupt 

(or even remove) data in its storage due to hardware 

failures and human errors. In worse case the cloud 

service provider is economically motivated, which 

means it may be reluctant to inform users about such 

corruption of data in order to save its reputation and 

avoid losing profits of its services. 

B. Privacy Threats 

The identity of the signer on each block in shared data 

is private and confidential to the group. In the process 

of auditing, a public verifier, who is only allowed to 

verify the correctness of shared data integrity, may try 

to reveal the identity of the signer on each block in 

shared data based on verification metadata. Once the 

public verifier reveals the identity of the signer on each 

block, it can easily distinguish a high-value target from 

others. 

IV. Third Party Auditor 

The audit in cloud computing is broadly classified into 

three, they are first party auditor or internal auditor 

where the cloud user organization audits by its own, it 

is a self-assessment procedure for intrusion detection 

and prevention system. Second party auditor is a 

Cloud Service Provider who has significant resources 

and experts in building and managing distributed 

cloud storage servers, owns and operates where an 

external auditing procedure is used for data security 

and quality management in cloud services. The Cloud 

data storage architecture consists of three actors, the 

cloud user who has large amount of data to be stored 

and retrieved as per the requirement in the cloud. The 

cloud service provider who maintains the cloud 

storage services and provides cloud data storage. To 

enable privacy preserving public auditing for cloud 

data storage shown in the model, the protocol we 

designed should achieve the following prevention, 

protection and performance guarantees; 

1. Storage accuracy: To ensure that the users data are 

indeed stored appropriately and kept all the time in 

cloud. 

2. Reliable Security: To ensure that the TPA cannot 

gain users data from the information collected during 

the auditing process. 

3. Group auditing: To enable TPA provide secure and 

efficient auditing to possible large number of different 

users simultaneously 

4. Detection and Prevention: To allow TPA to 

provide auditing with minimum communication. 
 

Figure 1: The Architecture of Cloud Data Storage 

Services 

The Trusted Third Party (TTP) is an audit based 

organization which facilitates secure interactions 

between two parties that is cloud user and cloud 

provider, where both of them trust this third party. The 

Third Party Auditor (TPA) registered security service 

provider allocated by the cloud service provider with 
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strong Authentication and Authorization. The TPA 

can perform Multiple Auditing Tasks for single or 

multiple clouds in branch manner for better efficiency 

and security [6].Public audit-ability: to allow TPA to 

verify the correctness of the cloud data on demand 

without retrieving a copy of the whole data or 

introducing additional online burden to the cloud 

users. 

V. Homomorphic Authenticators 

Homomorphic authenticators (also called 

homomorphic verifiable tags) are basic tools to 

construct public auditing mechanisms. The 

unforgeability, a homomorphic authenticable 

signature scheme, which denotes a homomorphic 

authenticator based on signatures, should also satisfy 

the following properties. 

A. Block less verifiability 

It allows a verifier to audit the correctness of data 

stored in the cloud server with a special block, which 

is a linear combination of all the blocks in data. If the 

integrity of the combined block is correct, then the 

verifier believes that the integrity of the entire data is 

correct. In this way, the verifier does not need to 

download all the blocks to check the integrity of data. 

B. Non-malleability 

It indicates that an adversary cannot generate valid 

signatures on arbitrary blocks by linearly combining 

existing signatures. 

VI. Proposed System Architecture 

This paper involves three parties: the cloud server, the 

third party auditor (TPA) and users is shown in Figure 

3. There are two types of users in a group: the original 

user and a number of group users. The original user 

and group users are both members of the group. Group 

members are allowed to access and modify shared data 

created by the original user based on access control 

polices. Shared data and its verification information 

(i.e. Mac code) are both stored in the cloud server. The 

third party auditor is able to verify the integrity of 

shared data in the cloud server on behalf of group 

members. 

 

 

Fig 3: System model includes User, Cloud Server and 

TPA 

In this paper, we only consider how to audit the 

integrity of shared data in the cloud with static groups. 

It means the group is pre-defined before shared data is 

created in the cloud and the membership of users in the 

group is not changed during data sharing. The original 

user is responsible for deciding who is able to share 

her data before outsourcing data to the cloud. When a 

user (either the original user or a group user) wishes to 

check the integrity of shared data, she first sends an 

auditing request to the TPA. After receiving the 

auditing request, the TPA generates an auditing 

message to the cloud server, and retrieves an auditing 

proof of shared data from the cloud server. Then the 

TPA verifies the correctness of the auditing proof. 

Finally, the TPA sends an auditing report to the user 

based on the result of the verification. 

Proposed Algorithm 

Authentication, Authorization and Auditing for secure 

cloud storage is implemented on the basis of the 

following key points 

 Our System Supports an External auditor to 

audit users outsourced data in the cloud 

without learning knowledge on the data 

content. 

 The TPA supports scalable on request by 

cloud service provider for efficient public 

auditing in the cloud computing 

 Auditing is the processes which is done for 

the cloud to achieve batch auditing where 

multiple delegated auditing tasks from 

different users can be performed 

simultaneously by the TPA 

 The auditing is the intelligence based 

Dynamic data process for the data and 

information security in cloud computing 
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 data integrity algorithm such as Message 

Authentication Code (MAC code) by means 

of Hash Based Message Authentication Code 

(HMAC code) to check the integrity of the 

data being stored in the cloud. 

 By means of MAC code, we enhance the data 

integrity of the cloud data. 

Step 1: Start of an Algorithm 

Step 2: Key Generation by Advanced Encryption 

Standard (AES) Algorithm 

16-bit Hexa Decimal keys are generated 

Step 3: Map the Key to the files 

Step 4: Divide the files into the blocks 

Step 5: Each Encrypted Block is Associated with Key 

Step 6: Store the data blocks to the Cloud Storage 

Server 

Step 7: Simultaneously Intelligent system sends a copy 

of keys to TPA 

Step 8: On request of Cloud Service Provider (CSP) 

the Auditing processes with be done by TPA 

Step 9: Validate the data by signatures and data 

integrity proofs 

Step 10: Successful validation, verification will be 

done for dynamic auditing by TPA End of Algorithm. 

VII. Conclusion 

Cloud data security is an important aspect for the client 

while using cloud services. Third Party Auditor can be 

used to ensure the security and integrity of data. Third 

party auditor can be a trusted third party to resolve the 

conflicts between the cloud service provider and the 

client. Various schemes are proposed by authors over 

the years to provide a trusted environment for cloud 

services. Encryption and Decryption algorithms are 

used to provide the security to user while using third 

party auditor. This paper provides an abstract view of 

different schemes proposed in recent past for cloud 

data security using third party auditor. Most of the 

authors have proposed schemes which rely on 

encrypting the data using some encryption algorithm 

and make third party auditor store a message digest or 

encrypted copy of the same data that is stored with the 

service provider. The third party is used to resolve any 

kind of conflicts between service provider and client. 
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